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 Background: Transport phenomena are fundamental in physics. They allow for 

information and energy to be exchanged between individual constituents of 

communication systems, networks or even biological entities. For the communication 

systems, a secret should be transported to target entities in safe and efficient. Most 
quantum secret sharing schemes require that the participating parties individually 

disclose the results. This is an important step when one participant want to find out 

whether or not there is an eavesdropper on the channel. As the number of participants 
increase, the communication time among parties also increases in direct proportion. To 

reduce the communication steps, we propose a quantum secret sharing scheme where 

the number of communication steps between the parties in significantly reduced 
resulting in reduction in the time needed to complete the whole protocol. 
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INTRODUCTION 

 

 Biologists do not take a quantum physics course during their studies because so far they were able to make 

sense of biological phenomena without using the counterintuitive laws of physics that govern the atomic scale. 

However, in recent years progress in experimental technology has revealed that quantum phenomena are 

relevant for fundamental biological processes such as photosynthesis, magneto-reception and olfaction [1]. 

Transport phenomena are fundamental in physics. They allow for information and energy to be exchanged 

between individual constituents of communication systems, networks or even biological entities [2]. In the 

middle of quantum transport phenomena, quantum key distribution (QKD) should be settle down for 

communication among entities.  

 Meanwhile, information security is one of the most fundamental goals of human beings. Information 

security allows parties to communicate sensitive information without unauthorized personnel accessing it. 

Suppose one party, A, who is the head of the organization wants an action be taken on it behalf by two other 

parties, B and C. A knows that one of the two parties is untrustworthy. So, A has to make sure that the 

untrustworthy party does not getting its message alone but if the two parties work together they should be able 

to get A’s message. 

 One of the techniques used in securing information is through secret sharing which was first proposed in 

classical cryptography by Shamir [3]. A similar analogy exists in quantum computing or quantum information 

processing called quantum secret sharing (QSS) which was first proposed in [4][11]. 

 Most secret sharing techniques that are currently used [5-9] rely on classical cryptography to ensure secure 

message transmission. These schemes are vulnerable to technological advancements which can result in the 

schemes being broken as computing power increases. These schemes are also vulnerable to eavesdropping. The 

parties involved in the communication might not be aware that eavesdropping is taking place [10]. 

 Quantum secret sharing is a generalization of classical secret sharing. This can be used to distribute both 

classical message and quantum information. When quantum secret sharing is fully realized, it is likely to play a 

key role in protecting secret quantum information. This may include secure operations of distributed quantum 

computation, sharing difficult-to-construct ancillary states and joint sharing of quantum money and many more 

applications. Significant research focusing on QSS both theoretically and experimentally has been done. 
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Quantum secret sharing prevents eavesdroppers from getting information about the key. It does this by breaking 

the key into parts allowing reconstruction to occur only when the parties work together [12-16]. 

 This paper is organized as follows, in section II, the preliminaries are given. In section III, the proposed 

protocol is studied. Section IV, looks at the security analysis and discussion of the proposed protocol and finally 

section V gives the conclusions. 

 

Preliminaries: 

 Classical computing represents information in terms of two binary digits, 0 and 1. In quantum computing a 

similar analogy exist which is called a quantum bit or qubit. Qubits can be represented using the Dirac notation. 

|0> represent a bit 0 and |1> represent a bit 1 where |> is pronounced as ket. However, a qubit can also exist as a 

superposition of both states represented as: 

|ψ>=α|0>+β|1>              (1) 

 where |α|
2
+|β|

2
=1 and α and β are complex numbers. α represents the probability of measuring a 0 where as 

β represents the probability of measuring a 1. The two qubits |0> and |1> can also be represented using ground 

and excited states respectively [18]. Qubits can be generated and measured in two different bases, the Z basis 

represented as |0> and |1> and the X basis represented as: 

|+>=1/(√2) (|0>+|1>) and |->=1/(√2) (|0>-|1>) 

 where |+> and |-> corresponds to bit 0 and 1 respectively. Fig. 1 shows a qubit in a Block sphere where 

there are two basic states |0> and |1> and a generalization of a quantum state represented by |ψ> [18].  

 
|1>

|0>

|ψ>

 
Fig. 1: Block sphere representation of a qubit. 

 

 In classical computing information is represented in terms of binary digits 0 and 1. Quantum computing or 

quantum information is base on a similar approach but uses quantum bit or qubit for short. The qubits can also 

have two possible states, 0 represented as |0> and 1 represented as |1>, but we can also have a superposition of 

both states like |ψ> = α|0> + β|1> where |α|2 + |β|2 = 1 and α and β are complex numbers. α represent the 

probability of measuring 0 and β represents the probability of measuring 1. The two states |0> and |1> can also 

represent ground and excite states respectively [9, 10]. 

 Qubits can be generated and measured in two different bases, the Z basis (|0>, |1>) and the X basis (|+>, |->) 

where |+> = (1/√2)(|0> + |1>) and |-> = (1/√2)(|0> - |1>) [11]. 

 
Table I: Coding qubits in the basis states [17]. 

m 0 1 

a 0 1 0 1 

bc 00 01 00 10 

 11 10 11 01 

BC |0>|0> |0>|1> |+>|+> |->|+> 

 |1>|1> |1>|0> |->|-> |+>|-> 

 

Proposed Protocol: 

 In this paper we propose a protocol that emphasizes on the reduction of the communication time between A 

and the other parties. By reducing the communication time, the complexity of the protocol is also reduced which 

results in making realization of the protocol possible. The proposed protocol is a modification of the scheme 

proposed in [17] and is given below: 

1. A generates two random 2n-bit strings m= (m1, m2, m3,…,m2n) and a=(a1,a2,a3,…,a2n). For each bit of l and a, 

she creates qubits Bi and Ci in the Z basis (if li = 0) or X basis (if li =1), where bi  ci = ai using Table 1. A knows 

exactly which pair of qubits she prepares. She sends 2n-qubit strings B = (B1, B2,…, B2n) and C = (C1, C2,…, 

C2n) to B and C, respectively. 

2. When both B and C announce that they have received their strings, A announces m. B and C measure each 

qubit in the Z basis or X basis according to the corresponding bit value of m. B and C then will recover the 

corresponding bit values from the qubits. 
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3. A randomly selects n check bits in a. B and C perform an XOR operation of their check bits to get the 

corresponding check bits of A (only n check bits are XORed in this step). 

4. B and C then announce the result of the XOR of their check bits to A. A then compares the results of B’s and 

C’s XOR operation to find out if the values agree. If A finds the number of agreed values is unacceptably few, it 

aborts this run and restarts from step 1. Otherwise, it continues to the next step. 

5. They perform information reconciliation and privacy amplification to generate three m-bit keys ka, kb and kc 

from the remaining n bits. A, B and C can obtain ka, kb and kc separately, where ka = kb  kc. 

 

Security Analysis And Discussion: 

 The two security analysis we will look at are the following; the inside attack where one member of the B-C 

pair wants to get the key without the other member knowing and the other scenario is that of the outside 

attacker. In the outside attack, attacker attempts to eavesdrop on the communication among A and the other 

parties. 

 

Inside Attack: 

 Suppose that B would like to get A’s key without C’s cooperation, the probability that B gets the correct 

qubits when he uses random basis is 1/4. Hence B has no knowledge of C’s qubits which means that B has no 

knowledge of C’s key as well. Consequently B will not know A’s key. Otherwise, B will introduce errors with a 

probability of 3/4 which will result in A detecting the errors and aborting the communication. 

 In step 3, if one of the members wants to cheat, then A can easily discover the cheating and abort the 

communication. A will be able to discover the cheating because she will get different results from B-C pair when 

she compared with her result i.e. the number of bits that are different will be higher than acceptable. 

 

Outside Attack: 

 Suppose we have an attacker who would like to eavesdrop on A’s key, then the attacker should obtain B’s 

and C’s qubits without introducing any errors. Since we have shown that the probability of the attacker 

introducing errors is 3/4 if she measures the qubits using random basis, then if α is the proportion of particles 

that the attacker measures, the probability of causing errors on those particles is 3/4. Hence A will be able to 

discover that there is an eavesdropper when checking to find out if the qubits are the same. 

 

Reduction in Communication Steps: 

 The main advantage of the protocol is the reduction in the number of communication time/steps. This is so 

because in this method once A sends the qubits it will only communicate with the other members once. The 

reason for this is that the other members will have to perform the XOR operation and submit a single result to A. 

Hence A will only compare her check bits with the ones it has received from the other parties to find out if they 

are the same. 

 This protocol is easy to extend to multiparty without increasing the communication complexity i.e. after 

recovering the bits the communication time/step will remain the same at 1 regardless of the number of parties. 

For example if there are B0, B1, B2,…,Bn-1. Then once the n Bs have recovered their bits, they will perform an 

XOR operation of the check bits and sent to A for verification. Therefore the communication from A to the n 

parties is only once. Whereas in the protocol proposed in [17], A should communicate with all the n parties 

individually which is time consuming and complex since as the number of parties increase the communication 

time also increases. Table 2 summaries the properties of our proposed protocol in comparison with [17]. 

 
Table 2: Comparison of the proposed protocol with the one proposed in [17]. 

Properties Proposed Method Proposed in [17] 

Authentication Yes Yes 

Quantum transmission Yes Yes 

Cooperation Yes Yes 

Secrecy Enhancement Strong Strong 

Required steps 6 5 

Time needed to Generate key Less More 

Calculating mutual info Twice Once 

Ability discard process in middle √ √ 

Difficult to bypass √ √ 

Attacker is detect before key generation & distribution √ √ 

Use of classical channel √ √ 

 

Conclusions: 

 In this paper, we have shown the reduction in the number of communication time/steps between one party 

and the other parties. In this paper, we have also shown that as the number of communication parties increase 

the number of steps that one party and the other parties conduct is the same i.e. regardless of the number of 
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participants the communication step/time during eavesdrop checking is the same. This is very important because 

it will make the realization of the multiparty quantum secret sharing possible. The security of the key is 

maintained and hence an eavesdropper or a cheating member can easily be detected resulting in the 

communication being aborted. 
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